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Realizécia expanznej permutacie




48 bitovy vstup
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32 bitovy vystup

Vstupné data

Substitiicia pomocou S-boxov

Medzivysledky
(State array)
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ing iny ing ing, S0.0 So.1 So02 So03
in, ins iny in3 — S1,0 S1,1 S12 S13
in, ine injo ing S2.0 S2.1 S22 S23
in; in; iny, in;s S30 S31 S32 S33

Struktiira operécii a dat v algoritme AES

ko ky kg kio
ki ks ko Ki3
ko Ke Kio Ki4
k3 k7 ki kis
A A A
| Wo Wi | W2 | W3 |

Struktara kl'a¢a pre dizku 128 bitov

Vystupné data
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Struktura algoritmu §ifrovania a desifrovania v AES
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SZ,O SZ.I SZ,Z SZ,} S:ZO S'Z,l '2.2 S;S
S3‘0 S},l S},Z S?,} S‘},U S")l '3.2 S‘33
Priama substitacia bytov
Sii S’ij
42 | AB | 48 2D 2C 62 52 D8
8A | 7TA 23 5B I 7E | DA | 26 39
56 9C 85 Bl B1 DE 97 C8
39 | CD | 52 58 12 BD 00 6A
Pouzitie priamej substitucie
So.0 | So,1 | So2 | Soz3 ziadny posun ___f S, | S, So2 | So3
Sio | Sii|Siz|Sis| bosunolbyteviavoyf s, |S;,| S5 S
S50 | Sa1 | S22 | Sa5 | Rosuno 2 byty viavo, | S,, | S5 | Sy | Sa
S30 | S3,1 | S32 | S33 posun o 3 byty vlavo S33 | S30 | S3,1 | S32
a)
48 | F8 | 4F | 95 48 | F8 | 4F | 95
AD | 43 | AE | B4 R 43 | AE | B4 | AD
3E | AC| 1A | DS [ 1a | D8 | 3E | AC
&7 | 8D | 21 | FF FF | 87 | 8D | 21
b)

Shift Rows




F2 | 4D | 97 87 40 | A3 | 4C | 47
4C | 90 | EC | 6E | D4 | 70 9F 37
E7 | 4A | C3 | 46 E4 | 3A | 42 94
8C | D8 | 95 | A6 A5 | A6 | BC | ED
Priklad operacie Mix Columns
State
32 | AB | D4 | 31 61 | 8B | AC| 9B
80 | 4E | B8 | 85 @ 6A | 93 | DI | 5C | _
A8 | 5B | 85 | 63 DC| 00 | 3A | E4
61 | 43 | 72 | BD 32 | 32 | 63 | BC
Priklad operacie Add Round Key
k[) k4 kS klZ
k| k| Kk |k
kl k6 kl(] k]4
k3 k7 kn kIS
YVYVY
WV}
I
Y
EAEAEAKE
Expanzia kl'i¢a
k, [k [k [k o
1(I kS k9 k13
—> Wo W1 Wz W W4 Ws W( W7 W40 W4| W4z W43
kZ k6 k]O kl4
k3 k7 kl] kIS
runda 1 runda 10

Expanzia kl'aca pre 10 rind
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Trojndsobny DES s dvoma kl'a¢mi



Trojnasobny DES s troma kl'a¢mi
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Struktura algoritmu Blowfish
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zaSifrovany text (2w bitov)

Strukttira algoritmu $ifry RC5

Mp Generator nahodnej

postupnosti bytov

Generator nahodnej 4_1(1 uc k

postupnosti bytov
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Struktiira pradovej §ifry RC4
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Pociato¢na permutacia

J=IHS() l
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Generovanie nahodnej postupnosti bytov k
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Firemny informacny systém

SKZ — S§ifrovanie v koncovom zariadeni
LS — linkové Sifrovanie
PP — prepinac paketov

Kombinécia linkového §ifrovania a Sifrovania v koncovych zariadeniach v paketovych sietach



k., — kI"d¢ na komunikaciu A s CDK
k, — kI'd¢ na komunikaciu B s CDK
ks — klI'a€ relacie As B (Bs A)

Hierarchia klac¢ov

1. (Request || N))

2.E, [k.||RequestN, ||E, (k.||ID
Kroky distribiicic « [ks [IReq 1 1Ey, (kg [[ID )]

AutentizaCné
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Distribucia kIa¢ov



